Docker Security

1. Container security
o kernel namespaces
o root capabilities
o Secure computing mode
o linux security modules

no

Network security
o Default and custom network encryption
o Application isolation
3. Role Based Access Control
o Discretionary access model
o LDARP integration
o Multitenancy isolation
4. Software Supply Chain
o Known vulnerability audits
o ldentity signing

o

Introspection

o Log streaming

o Metric tracking

o Auditing the Docker platform



